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Annoranusi. Muorodakroprast ayrenrudukanust (MFA) crama BaxHOW Mepoi 0€30macHOCTH Ul 3aIUTHl KOH(H-
JCHIMATbHOW WH(OOPMAIMU M MPEIOTBPAIICHUS HECAHKIMOHUPOBAHHOTO JOCTYMa. B 3TOH cTaThe MbI MPEACTABHIH
pa3paboTaHHYI0 HAaMH CHCTEMY MHOTO(AKTOPHOW ayTeHTH(UKAIMN, KOTOpas SBILIETCSI MEXaHU3MOM O€30MacHOCTH U
HE TOJIBKO TPEIJIaraeT MOJIb30BaTeNIIM HECKOIBKO METOIOB ayTEHTU(HUKALINK ISl HOATBEPIKICHUS CBOCH JIMUHOCTH, HO
U JICJIAET BCE ATO B YETKO ONPEACICHHOM IIOPSIKE, YTO MOBBIIIAECT YPOBEHb OS30IIaCHOCTH Ha YSA3BHMBIX BeO-caiiTax
CBOJUT K MUHUMYMY IIOTEPIO YYETHBIX 3aIHCEH. DTOT HHCTPYMEHTApUi THOOK MO CBOGH CTPYKTYPE M MOXKET HCIIOJIb-
30BaThCs KaK OTAENBHO, TaK M KaK HEeNOoCTHas cucTeMa. OJHUM U3 IPEUMYILIECTB SBISSTCS TO, YTO MOJIb30BATEIH CaMH
BBIOMPAIOT CHUCTEMY ayTeHTHU(uKanuu. Bce 3TO HEMHOro YCIOXKHSAET MpoLecCe ayTeHTH(HUKAMH, HO TapaHTHUPYeT
0€30I1aCHOCTh OT KHOepaTaK.

KaoueBbie ciioBa: 0e30macHOCT, MHOrO(aKTOpHas ayTeHTH(HUKaNus, KHOepOe30macHOCTh, 3alura HHHOpMAaIuH,

JIMYHas HHGOpMaLus

Introduction

Computer security, cyber security, or
information technology security (IT security) is the
protection of computer systems, their hardware,
software, or electronic data from theft, as well as
from disruption or error in the services they provide
[1]. The role of cyber security in this digital age is
increasing as organizations and individuals interact
more with technology and the Internet in their daily
activities. The rapid growth of Internet-connected
devices, digital services, and data has led to an
increase in cyber threats, and as a result, the need
for cybersecurity has increased. The main goal of
cybercriminals is to take over the accounts or
personal data of users or organizations. Currently, to
avoid this problem, many people use multi-factor
authentication to avoid similar attacks, but these

methods also have their drawbacks and are
vulnerable [2].
The main  security = components are

authorization and authentication, but they are
different from each other.

Authorization is the process of granting or
denying access to specific resources or actions based
on the identity of the authenticated user or device
[3]. Authorization determines what a user is allowed
to do or access within a system or application.
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Authentication is the process of verifying the
identity of a user, typically through the use of a
username and password, biometric factors such as
fingerprints or facial recognition, or other
authentication methods such as security tokens or
smart cards [4]. The goal of authentication is to
ensure that only authorized users or devices are
granted access to a system or application.

Authentication can also be used to enforce
access controls, which dictate what information or
systems a user is allowed to access based on their
role or privileges. For example, a user with
administrative privileges may be granted access to
more sensitive information or systems than a regular
user, and authentication can help ensure that these
access controls are enforced.

Here are some of the
authentication methods:

e Passwords: Passwords are one of the most
widely used authentication methods. Users are
required to enter a username and a secret password
to access the system or information.

e Biometric authentication: Biometric
authentication uses physical characteristics of the
user, such as fingerprints, facial recognition, or iris
scans, to verify their identity [5].

most common



e Two-factor authentication: = Two-factor
authentication requires the user to provide two
forms of authentication to access the system or
information, such as a password and a one-time
code sent to their mobile device [6].

e Multi-factor authentication: ~Multi-factor
authentication requires the user to provide multiple
forms of authentication, such as a password,
biometric verification, and a security token [7].

e Smart cards: Smart cards contain a
microchip that stores encrypted authentication
information. Users must insert the smart card into a
reader and enter a PIN to gain access.

o Security tokens: Security tokens generate a
unique, one-time code that the user must enter along
with their password to gain access.

o Certificate-based authentication: Certificate-
based authentication uses digital certificates to
verify the user's identity. The user's private key is
stored securely and is used to decrypt information
sent by the system.

But authentication has some common
problems, such as weak passwords, identity theft,
brute force attacks, authentication delays,
complexity, false positives, and exploiting
vulnerabilities. Overall, these authentication issues
highlight the need for organizations to carefully
consider their authentication methods and take steps
to ensure that they use the most secure and effective
methods available. These issues can compromise the
security of systems and information, and
organizations need to think carefully about their
authentication methods to make sure they are secure
and effective. To solve these problems and raise
security, a new authentication system was proposed
in this article.

Selective
Toolkit:

The article presents a selective multi-factor
authentication toolkit, which can act both as a
separate system, if the microservice architectural
model is used, and as a functional part of the
complete system, if the monolithic architectural
model is used.

The working principle of the authentication
algorithm consists in making a choice: the user has
N number of independent and different
authentication mechanisms for authentication. From
the given set of mechanisms, the user must choose
the M number preferred for him during registration,
where M>0 && M<=N.

Multi-Factor Authentication

Authentication mechanisms.

There are two types of authentication
mechanisms in the proposed toolkit:

e Static. The mechanisms by which the user
must remember what he chose or entered during
registration or when changing them in order to pass
verification. For example: pin code, secret question,
etc.

e Dynamic. Those mechanisms are connected
with external providers, and a new code is generated
for each verification. For example: email, sms,
whatsapp.

While choosing the preferred M number of
identification methods preferred, the user must also
indicate their sequence, for example:

1. Sms

2. Email

3. Pin

After selecting M number of mechanisms and
specifying their sequence, the user registers on the
platform.

In order to enter the platform, the user must go
through the verification processes by the
mechanisms of his choice. After passing through
each authentication mechanism, the database
indicates which mechanism the given user passed
through and when it was passed. [Picture 1]

o9id ~ 1 Jpuserid + .7 logintype
1 1 1 PIN
2 2 1 ENAIL 2623-83-23 08:44:26.010000
3 3 1 QUESTION 2023-83-23 08:45:06.636000
Picture 1: View of the table in the database after
verification by authentication mechanisms

lastlogin
2023-03-23 08:43:40.879600

After everything has been done correctly, the
user will be allowed to enter only if he/she has
passed the authentication mechanism in the correct
sequence as he/she indicated during registration.
Even if the user went through all the authentication
mechanisms he chose correctly, but in the wrong
sequence, he cannot enter the given system, because
the correct sequence of the algorithm of the given
toolkit is a mandatory condition.

The mandatory condition in the form of a code
looks like this [Picture 2]. In this code, it is clearly
defined that the user must have gone through the
authentication mechanisms chosen by him and in
the  correct  sequence, the code  part
userLoginTypesService.checkUserLoginFlow(user)
is responsible for this, which, by reading the
information in the database, decides whether the
user is authorized to enter the system or not.
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public ResponseEntity<AccessTokenDto> authenticate(final AuthenticationRequest request) throws Exception

{
var principal = request.getUsername();
var credentials = request.getPassword();

final User user = userService.findByUsername(principal).orElseThrow();
if ('userLoginTypesService.checkUserLoginFlow(user))

{

throw new InvalidLoginFlow();

by

authenticationManager.authenticate(new UsernamePasswordAuthenticationToken(principal, credentials));

log.debug("Login successful");

final String token = jwtTokenUtil.generateToken(createdwtUser(user));

final var accessTokenDto = createAccessToken(user,

userService.updateLastLogin(user.getId());
return ResponseEntity.ok(accessTokenDto);

ncludeRefreshToken: false, token);

Picture 2: code snippet in the java programming language

Advantages of the
method

Some of the advantages and disadvantages of
the method are listed below:

Advantages:

Improved Security: Authentication can help to
improve security by ensuring that only authorized
users or devices are granted access to sensitive
information or systems.

Protection Against Cyber Attacks: By requiring
users to authenticate themselves before accessing a
system or application, authentication can help
protect against cyberattacks such as hacking and
phishing.

Reduced  Risk  of  Insider  Threats:
Authentication can help to reduce the risk of insider
threats by ensuring that employees only have access
to the information or systems that they need to do
their jobs.

Disadvantages:

Cost: Implementing authentication mechanisms
can be costly, particularly if an organization is using
advanced authentication methods such as biometric
authentication.

Complexity: Authentication can  add
complexity to the user experience, particularly if
multiple forms of authentication are required.

User Resistance: Some users may be resistant
to the additional steps required for authentication,
such as having to remember a complex password or
using a security token.

Conclusion

Multi-factor authentication (MFA) has become
an integral part of social platforms and many
websites on the Internet. The article briefly presents
its main problems and their possible consequences.
A new multi-factor authentication system has been
developed, which guarantees the safety of important

and disadvantages

information on the Internet. The advantage of the
mechanism lies in the fact that in the event of an
attack or failure of any security mechanism, other
openers continue to function and ensure data
confidentiality. The results of preliminary tests of
the system are available in the article.
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