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Abstract. The transformation in the digital world has pushed companies to digitize their processes, use software and
Information Technology (IT) tools to automate previously manual processes. The benefits of working with digital tools
are many, from cost savings and resulting increased profits to work efficiency, as employees can ditch the monotonous
daily tasks and spend more time on creative work. However, the implementation of new digital innovations implies the
training of specialists, or the involvement of new specialists in the organization, which also requires time, financial
resources, and causes a number of threats related to the security application of information technologies. However,
improving digital security is one of the pressing issues in many companies. Cyber incident audits become the best
defense against cyber attacks by establishing response and recovery plans to minimize risk. Cyber security attacks are
increasing by exploiting vulnerabilities in network systems and devices. Attacks are increasingly sophisticated,
threatening technologies from criminal enterprises, state-sponsored hackers and others with malicious intent. In this
context, organizations should conduct cyber incident response and recovery audits or strengthen controls in the internal
audit system to avoid cyber threats.
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[Nonsitue «aynut wHQOpPMAIMOHHOW Oe3omac-  Kyk 00JacTh HMPOBEPOK. AyaUT WHPOPMANMOHHOMN
HOCTH» YK€ OYEHb IOMYJSIPHO B CHUCTEME aynuTa.  Oe30MacHOCTH MPHU3BAH MPENOTBPATHTH HECAHKIHO-
D10 0o0mMiA TEPMHUH, KOTOPBIH OXBaThIBACT IMHPO-  HUPOBAHHBIA TOCTYI, HANTH MPOOIEMBI B CHCTEME
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0e30IacHOCTH OpraHM3alliH, OT YTeUKH HH(OopMa-
LIUA 4Y€pe3 COTPYAHHUKOB C IIOMOIIBK COLUAIbHOU

WHXCHEPUH JI0 pa3lUYHbIX Kubepatak Ha UT-
HHPaCTPyKTypY.
Ilo MHEHMIO BHYTPEHHHX ayqUTOPOB, OHH

CUUTAIOTCS. OOHMM M3 CaMbIX OOJBIIMX OH3HEC-
PHUCKOB. AYIUTOpPHI 3HAIOT, KaK BCE OpPraHU3ALNH
pearupyioT Ha Takue KubOeparakd, U MOTYT TIOHSTh
pasHHIly MEXIYy HEOOJBIINM WHIMICHTOM Oe3ormac-
HOCTH W KpYNMHOH KaTtacTpodol, MOITOMY OHHU
PEryIsipHO BBEIOMPAIOT MX IS BHYTPEHHHUX ayTUTOB.
AynuT cuctemsl pearnpoBaHus [4]. AyouT cUCTEMBI
pearupoBaHusl HAa KHOCPHUHLUACHTHI W BOCCTaHOB-
JICHUSI — OYCHb CJIOXKHAs 33/a4a, HAYUUThCS OLICHH-
BaTh KHOEpOE30MacHOCTh Y HH(POPMALUOHHBIC
TEXHOJIOTMU — BCE PaBHO YTO HayaTh HOBYIO 0azy
3HaHWH. {151 ayIUTOpOB BaKHO NPEONPHHATH Clie-
IyIOIIHe HadaJlbHBIE Mard, YTOO0BI HauaTh padoTy U
JieNiaTh TO, YTO JYYIIE BCETO yHaeTCsi BHYTPCHHEMY
ayaMTy: HEOOJIBIIOE JOMAIIHEEe 3a1aHie U XOPOIINe
BoIpochl. OqHAKO B HAACKE OOJIETUUTE ATy 3a7ady
WHCTUTYT BHYTPEHHUX ayITUTOPOB BBITYCTHJI HOBOE
PYKOBOACTBO, KOTOpO€ O€CIUIaTHO JOCTYIHO JUIS
yieHoB UWHcTHTyTa BHYTpeHHero aymura. Pyxo-
BOJICTBO, SBIIAIOIIEECS 4YacThio PykoBomcTBa 110
100aJbHOMY TEXHOJOTHYEeCKoMYy aynuTy IIA wmm
cepun  GTAG, oxBaTbIBa€T pPHCKH M CPEIACTBA
KOHTpOJS, CBsi3aHHBIE ¢ (QyHKIuIMu «OTBeT» M
«Boccranosnenne» NIST CSF. GTAG mpenocras-
nsieT 0030p BCeX ayAMTOPCKHX PHCKOB M CPEICTB
KOHTPOJIS UIsl TIONACPKKH BHYTPEHHETO ay/inTa,
TUTAHUPOBAHUSl ayTUTOPCKUX 33JaHUNl U PETucT-
pamuu oobema paboT. JlenarTcs CChUIKM Ha BHEII-
HUE CHCTEMBl KOHTPOJISl, KOTopble mpH 3¢ddexTus-
HOM HCIIOJIE30BaHUM MOTYT TIOMOYb B pa3paboTke
MPOHHLIATENBHBIX TOAXOIOB K aymuTy. JTO pPYyKO-
BOJZICTBO MTOMOKET BHYTPEHHUM ayAuTOpam [2]
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e Ormpenenuts pearupoBaHUE Ha
HMHIMJCHTHI ¥ BOCCTAaHOBJICHUE.

e Pa3BuTh mpakTHUECKHE 3HAHUA O COOT-
BETCTBYIOIIMX MpOIECcax, BKIIOYas YNpaBJIeHUE U
yIpaBieHHe puckamu [2].

[loHumaTte pUCKH M BO3MOXKHOCTH, CBSI3aHHBIE
C pearupoBaHUEM Ha KHOEp-MHIUACHTHI U BOCCTa-
HOBJICHUEM.

e Ormpenenutb KOMIIOHEHTHl pearupoBaHU
Ha KHOep-MHUUACHTHl U BOCCTAHOBIICHUS, BKIIIOYAs
yIpaBlieHHE, YIPABICHUE PUCKAMU U

e Hanzop 3a TeCTUPOBaHHEM U BHEAPECHUEM
MIPOLIECCOB IJIAHMPOBAHMS, a TaKKe IIJIaHOB pearu-
POBaHHUSA U BOCCTAHOBIICHMS.

e PaccMoTpuTe COOTBETCTBYIOIME PYKOBO-
JsiIe TPUHOUOBL KOHTPOJIS B PaMKax MIHPOKO
ucrosb3yeMbix cTpyktyp IT-IS, 4ToOBI MOBBICHTH
LIEHHOCTh TapaHTHH W KOHCYJBTALMOHHBIX YCIYT,
IIPENOCTABISIEMbIX CIIyK00M BHYTPEHHETO ayJuTa.

e JloHnmMaTh OCHOBBI peEarupoBaHUs Ha
KAOEp-WHIMICHTH W ayJauTa BOCCTAHOBIICHHS,
BKJIIOUasi KOHKPETHBIE CPEICTBA KOHTPOJISA, KOTOPHIE
HEOO0XOIUMO OLICHUTb.

e 3ammra OT KHOEPUHIUACHTOB

e DJEMEHTHI YIIpaBJICHUS pearnpoBaHUEM Ha
KHOep-MHIMIEHTbl 1 BOCCTAHOBJICHUEM 3aIIHUIIAIOT
KOH(PHUICHINAIBHOCTD, HEJIOCTHOCTD U JOCTYIHOCTD
CHCTEM U JaHHBIX, o0OecreyuBasi KpPUTHUYECKHE
YPOBHHU JIsI CTPaTEerHM ITyOOKO3IIEIOHUPOBAHHON
3aIUTHL.

[ouck u oueHka KMOEPPUCKOB OUYECHb BaXKHBI B
cucreme kubepbesonacHocT. Bee koMnanum camo-
CTOSITEIBHO BBITIONIHSIOT CBOKO pabotry depe3 mmd-
POBBIE YCTPOMCTBA, a MUPOBOI aHaNIN3 MOKAa3bIBAET,
4yTO K VIHTEpHETy NOIKIOYEHbl MUJUIMOHBI YCT-
pOMCTB.

Kubep-

I'padux 1
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CoracHo u300pakeHHOMY Tpaduky, k 2025
roAy KOJMYECTBO MOKIIOYCHHBIX K HHTEepHETY
yCcTpoiicTB mpeBblcUT 15 Mmumnmapaos, a k 2030
rogy — 25 muumapaoB. [msaas Ha 3Ty KapTUHY,
CTAaHOBUTCS TMOHSATHO, YTO TPSAYIIME PUCKH OymyT
0oJiee YeTKO BHIHBI B ITU(POBOM MHpPE, TOTOMY YTO
B Iu(pOBOM MUpE €CTh U CBOM HemocTarku. [lepen
CHUCTEMOI BHYTPEHHETO ayguTa OOBIYHO CTaBUTCS
3a/1a4a M3YYUTh WU ONPEACIUTh, OBUIM TN IUIAHBI
pearupoBaHusT U BOCCTAHOBIICHUS Pa3padOTaHbl U
peanmu3oBaHbl  3(PQPEKTUBHO, dUYTOOBI 00ECICUUTH
CBOEBPEMEHHOE BOCCTAHOBJIEHHE OOCITYKUBAHHUS
[S]. Ongnako mporHO3WpOBaHUE KHOEparak M CHU-
JKEHME pHUCKOB He TrapaHtupyrorcs Ha 100%,
MMOCKOJIbKY KHOepaTakaM ITOIBEPKECHBI JTaXKe CaMbIe
BIUSATENIbHBIC Opranuzanuu B mupe. B 2021 romy
TEXHOIIOTUYECKHE KOMIIAaHUHM OBUIH 00€CTIOKOCHBI
kubeparakoii Ha M T-niposaiinepa SolarWinds, xom-
MIAaHHUI0, KOTOpas cCTajla JKEPTBOM CIOXHOU W
LIeJICHANPaBIeHHON KHOepaTaku, OCYyIIECTBICHHOM
WHOCTPaHHBIM TOCYIapcTBOM. BasxkHOCTH 3TOTO AEma
3aKJIIOYAETCs B TOM, 4TO KimeHtamu SolarWinds
SIBIIIIOTCS.  OOJIBIIIMHCTBO KPYIMHEUIINX KOMITAHUN
CIIA, a Takke NpaBUTEIbCTBEHHBIC OpTraHU3ALIUU,
takre kak HACA, BBC wmu Ilenraron. U eciu 310
MOXET CIYYUTBCS C TaKOH BEIyIICH TEXHOJIOTH-
yeckoil koMmmaHuer, xkak SolarWinds, 4To MOMKeT
CIIyYUTBCSI C TAaKOW KoMIaHWeH, kak Bama. Orud-
pOBKa TIPOIIECCOB M CEPBHCOB TaKXKe COIpPO-
BOXJIACTCS HOBBIMH pUCKaMHU: KuOeparakamu,
yrpo3aMH ¥ HapylIeHHsSMH Oe30IacHOCTH B
CHUCTEMaX, KOTOPBIE XaKephl U KHOEPIPECTyITHUKU
MOTYT HWCHOJB30BaTh IS MPOHUKHOBEHHUS B 0a3bl

JaHHBIX W W3BICYCHUs  uHpopmammum U3
KOMITBIOTEPHBIX CHCTEM.
3akaouenne. B 3Ty 310Xy TOCTOSHHO

pacTymmx M pPa3BUBAIOLIMXCS HHGOPMALUOHHBIX
TEXHOJOTMH Ba)KHO YJIENATh OOJBIIOE BHUMaHHE
TepMHUHY KuOepOe3omacHOCTh. [loToMy uTO nmaxe
camble CHUJIbHBIE OpraHu3aliM B MHpE HE 3acTpa-
XOBaHbI OT HEr0 W, UMEs CaMyl0 MOILHYIO CHCTEMY
KOHTPOJISL B CHCTEME BHYTPEHHETO ayIHuTa, MOTYT
OBITH OJBEpKEeHBI KnOeparakam. [1o3ToMy B cTaTbe
noapoOHO omucaHbl MPOOIEMB, CYIIECTBYIOIINE HA
CEeTOHSIIHUN I€Hb P UCIIOIb30BAHUH LIU(PPOBHIX
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WHHOBAIIWH, U TO, KaK OpPTraHU3aI[X MOTYT CHU3UTH
CBOM PUCKH IPU UCHIOJB30BAHUN I/IH(l)OpMaHI/IOHHBIX
TexHojorud. MOKHO cKazaTh, 4YTO Haubojee
BaXHBIX M3 HuUX Tpu. Opranm3anus HE IOIDKHA
mpeaoCTaBjIATh CBOUM paGOTHI/IKaM JIBI'OTHI, B
KOTOPBIX OHHM HE HYXKIAKTCS TPU BBITOJHCHUH
cBoeil pabotel. OOecriedeHne KOHTPOJS KOJOB
JIOCTyTa TakXKe OYeHb BaXXHO, W, YTO HamOolee
BaXKHO, HeoO0XomuMo obecrneynth 3(G(GEKTUBHOES
paszeneHue OO0S3aHHOCTEH W OTBETCTBEHHOCTH.
Taxum oOpa3zoM, HEOOXOIUMO peaTH30BaTh Pa3IN-
Hele ypoBHH WT-Ge3omacHocTH Ha OCHOBE TIIa-
TEJILHOW OIICHKH PUCKOB. DTa OLIEHKAa BKIIOYAET B
ce0s BBISIBIIEHHE KHOEpyrpo3, KOTOPHIM IIOJBEp-
racTCia opraHusanus, OLCHKY HX HNOTCHIUAJIbHOIO
BO3/ICHCTBHS W BEPOATHOCTH BO3HUKHOBEHHS W,
HaKOHelN, pa3pabOTKy ¥ BHEApPEHHE CpEICTB
KOHTPOJIS.
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